IMAMSATKA JJIA OBYYAIOIINUXCA
OB UTH®OPMAIIMOHHOM BE3OIIACHOCTH JETEN

HEJIb3

1. Bcem monpsig cooOmiaTh CBOIO YacTHYIO HH(OpMaluio (HACTOSIIHUE HMS,
dbammmmio, TenedoH, aapec, HOMEp IIKOJIBI, a Takxke (ororpaduu CBOH, CBOEH
CEMBHU U JIpy3eil);

2. OTkpbIBaTh BIOKEHHbIE (ailJIbl AIEKTPOHHOM TMOYTHI, KOI/Aa HE 3Haellb
OTHPABUTEIIS;

3. I'pyOuts, mpuauparbcs, OKa3blBaTh JaBICHUE - BECTH ce€0s HEBEXIMWBO U
arpecCUBHO;

4. He pacnopsoxaiicsi JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTapUIMX - BCErjaa
CITpallINBal POAUTEIICH;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAJIbHOM KU3HU - IIOCOBETYMUCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCIIIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraems o cedbe Henpasay B HTepHeTe - coobum 00
3TOM CBOHMM POJMTEISIM WUJIU OIIEKYHAM;

2. IlpurnamaroT mepenuchIBaThCS, UrpaTh, OOMEHUBATHCS - MPOBEPb, HET JIU
MIOABOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTepHETE - BOPOBCTBO;

4. Beerna paccka3biBail B3pOCiIbIM O MpodJieMax B CETH - OHM BCEr/ia IOMOTYT;

5. Mcnonb3yit HaCTpOWKU O€30MaCHOCTH M MPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COIICETSAX U APYTUX MOpTaJiax.

MOXHO

1. YBaxaii qpyrux noJjib30BaTemeu;

2. Ilonp3yenibesi MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;

3. OTKpBIBal TOJBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmaiics 3a TOMOIIBIO B3POCIBIX - POAWUTENH, OMEKYHbl U aJIMUHUCTPALIUS

CalTOB BCET1Aa [IOMOTYT.



NHO®OPMALIMOHHASA MAMSTKA JJISI OBYYAIOIIIUXCSA
C KaxapIM TOJOM MOJIOJICKM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJIbHUKHU
OJIHA W3 CaMbIX aKTHBHBIX ToJib3oBaTene Pynera. Mexny Ttem, MOMUMO
OTPOMHOTO KOJMYECTBA BO3MOXXHOCTEW, HMHTEPHET HECET M MpoOJieMbl. ITa
naMsTKa JI0J>KHA MOMOYb Te0e 0e30IacHO HaXOAUThCS B CETH.

KOMHBI-OTCDHBK? BHUPYCEHI

KoMIbroTEpHBIE BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHHUUYTOXHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaxEéHHas Iporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonb! 3aUThI OT BPEIOHOCHBIX IPOIPAMM:

1. HMcnonb3yli COBpEMEHHBIE OIEPAIMOHHBIE CHCTEMbI, HMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. lloctosHHO ycTaHaBinuBaid madyTu (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATUYECKM YCTaHABJIMBAIOTCS C LIETIbI0 JOPAaOOTKHM MPOrpaMMbl) U JApYyrue
OOHOBJICHUS CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Ecaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabortali Ha CcBOeM KOMIBIOTEpE IO TMpaBaMH IMOJb30BaTENsl, a He
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yl  aHTUBUPYCHbIE  MPOTPAMMHBIE  MPOJYKTHI  M3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanuupb (pU3NUECKU JOCTYH K KOMIBIOTEPY [l TOCTOPOHHUX JIMIL;

6. Ucnonb3yil BHEUIHUE HOCUTENW WH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH

daiin u3 uHTEpPHETA, TOJIHKO U3 IPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbiBali KOMIIBIOTEpHBIE (haiiIbl, MOJYYEHHbIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpHUCIan TBOM 3HaKOMBIN. Jlydnie yrounu
y HETO0, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - sT0 He Buja mepenauu JaHHBIX, HE TEXHOJIOTHsSI, a BCETO JIMIIb OpeHI,
mapka. Eme B 1991 rony HuaepnaHiackas KOMIIAHUS 3aperucTpupoBaia OpeH[
«WECA», uto o0o3nauano cnoBocoueranue «Wireless Fidelity», xoTopsiii
NEPEBOIUTCS KaK «OeCIpOBOAHASI TOUHOCTb.

Jlo Hamrero BpeMeHH Joluia Apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOW ke
TexHoJioruen. Ito abobpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHAapT BBICIIMK 3ByKoBOW TexHuku Hi-Fi, 4ro B mepeBoje o3Hadaer
«BBICOKAsI TOYHOCTH.

Ha, OecnnaTHBIA HHTEPHET-AOCTYN B Kade, OTEIsIX M a’ponopTax sBISETCA
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KCHepTsl CUUTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBist0TCS O€30MaCHBIMU.

Cosembl no 6ezonachocmu pabome 8 oouedocmynivix cemsx Wi-Fi:

1. He nepenanaii cBoro inuHyro uHpopmaiuio yepes odmenoctynusie Wi-Fi ceru.
Paborass B HUX, JKeJaTebHO HE BBOJAUTH MApOJIM JOCTyNa, JIOTUHBI U KaKue-TO
HOMEDA;

2. Vcnionp3yit u 0OHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambiM
ThI 00€30MaculIb ce0sl OT 3aKauKH BUpyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi otkntoun ¢pynkumio «O0mumii noctyn x Qaitnam u
npuHTepam». JlaHHas (QyHKUMSA 3aKpbiTa MO YMOJIYAHHMIO, OJHAKO HEKOTOpbIE
M0JIb30BATEIN aKTUBUPYIOT €€ /Il y100CTBa UCIIOJIb30BaHUs B paboTe Win yueoe;

4. He ucnonw3yit myomuunbiidi Wi-Fi 11 mepenaum JUYHBIX JTaHHBIX, HAPUMeED,
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B AJIEKTPOHHYIO MTOUTY;

5. Wcnonw3yit Tonbko 3amuineHHoe coeanHenue uepe3 HTTPS, a ne HTTP, T.e.

npu Habope BeO-azpeca BBOAU UMEHHO «https://»;



6. B moOunpHOM Tenedone otkmoun PyHkmuio «llogkiarouenne k  Wi-Fi
apTomMaTthueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHHUS] YCTPOMCTBA K
ceraM Wi-Fi 6e3 TBoero corJjiacus.

Co1majabpHbIE CETH

CouuasibHbIe CETH aKTUBHO BXOJAT B HaIlly XKHU3Hb, MHOTHE JIIOJIU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIHAP]] YEIOBEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME NOIB30BATEINA HE
MMOHMMAIOT, YTO MH(OpMaIMs, pa3MelleHHas UMH B COITMAIBHBIX CETAX, MOXKET
OBbITh HalJIcHA W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.

OcHognble cogembl N0 HE30NACHOCMU 8 COYUATbHBIX CEMSX:

1. Orpannyp cnucok Apy3ei. Y TeOs B Apy3bsX HE JIOJKHO OBITh CIy4YalWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail maposu, TenedoHbl, aapeca,
JaTy TBOETO POXICHUS U JPYryl0 JUYHYI0 HHQOpMAIio. 3JI0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTEITH
MJIAHUPYETE MTPOBECTU KAaHUKYJIBI;

3. 3amuimai CBOIO peryTalyio - JASPKH €€ B YHCTOTE M 3ajaBail ceOe BOIPOC:
XoTen Obl Thl, YTOOBI JPYrHE TMOJH30BATEIN BHJEIH, YTO ThI 3arpykaeiib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HACllb, HE HCIOJB3YH CBOE
peaqbHOe UMS U APYTYIO JUYHYI0 UH(OpPMALUK: UMsI, MECTO >KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U3Geraii pasmemenus ¢otorpaduii B MuTepHETE, TIAe Thl W300pa)keH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEACIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu perucTtpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIOKHBIC
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Jlng conuanbHOM CETH, MOYTHl U JAPYTMX CAaWTOB HEOOXOAMMO HCIOJIh30BaTh
pasHbie maposm. Torma ecnu TeOS B3JIOMAlOT, TO 3JIOYMBINUICHHUKHA TOJydat

JIOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.



DIIEKTPOHHBIE JICHBIH

OJNEeKTpOHHBIE JIEHBI'HM - JTO OYeHb YAOOHBI CHocod TuIaTexei, OaHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DONEeKTpOHHBIE JIEHbIM MOSBUIIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE, IIe UX
pa3leNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
UACHTU(GUKAINY TI0JIb30BATEIIs, 4 B HEAHOHUMHBIX HJICHTU(DHUKAIINN TTOTH30BATEIS
ABJIAETCS 00S3aTEIBLHOM.

Taxke ciemyer  pas3nuyarh  OJJCKTPOHHbIE  (QUaTHbIE  JIGHBIW  (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIC He(dUATHBIC ACHLIM (HE PaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OCHOBHBIE COBETHI IO 0€30MAaCHOM pabOTe € AIEKTPOHHBIMU JIEHbIAMU:

1. IlpuBsku K cuery MOOWJIBHBIM TenePoH. DTO camblid yIOOHBIA U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yil oaHopa3zoBble mapoiu. Ilocine mepexoga Ha  YCHICHHYRO
aBTOpHU3alMI0 TeOe yke He OyleT YrpoKaTh OMNACHOCTh KpakHh WM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BeiOGepu cnoxubIi mapois. [IpectynHukaMm OyneT He MPOCTO yrajaTh CIOMKHBIN
napoiib. HanexxHbie maposiu - 3T0 maposid, KOTOpbIE COAEpPKAaT HE MEHEE 8 3HAKOB
¥ BKJIIOYAIOT B ce€0S CTPOYHBIC U TMPOMUCHBIE OYKBBI, HU(PPHI U HECKOIHKO
CUMBOJIOB, TaKu€ KaK 3HaK JoJiiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hanpumep, StROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.

DIEKTPOHHAS [TOUTA

QHGKTpOHHaSI modyTra - 9TO TCXHOJIOTUA M TMPCAOCTABIIKICMBIC CHO YCIYIHM 110

MNEPECHIIKE U MOJYUYCHHUIO 3JICKTPOHHBIX COO6H.ICHPII>1, KOTOPLIC paCHIpCACIIAIOTCS B



KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SIMIUK  BBITJISIAT
CJIEYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsA(@uMsl_ToMeHa. Takxke KpoMme mepeaadn
MPOCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTh Tepe/iaBaTh (ailiibl.

OCHOBHBIEC COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHON MTOYTOM:

1. Hamo BeIOpaTh mpaBUJIbHBIA MOYTOBBIA CEepBUC. B MHTEpHETE €CTh OrpOMHBII
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPSATH TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBali B JMYHOW mouTe JMYHYIO HHGopmaiuioo. Hampumep, myurne
BBIOpaTh «My3bIKaNbHBIN _(paHaT@y» mm «pokx2013» BmecTo «temal3y;

3. Hcnonb3yll ABYX3TAlHYK) ABTOPU3ALUI0. JTO KOTrAa IMOMUMO MapoJisl HYXHO
BBOJUTH KOJ, IpUChUIaeMblid 0 SMS;

4. BriOepu CII0KHBIN Maposib. JJisi KaKI0ro MOYTOBOTO SIIHMKA T0JKEH ObIThH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecinu ecTb BO3MOXHOCTh HAIIMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 17151 YaCTHON NMEPENMUCKH C
agpecatamMy, KOTOPbIM Thl JOBEPSCIIb. OJTO DJIEKTPOHHBIA aApec HE HaAo
WCITOJIb30BATh TIPU PErUCTpaliui Ha GopyMax u cailTax;

7. He oTkpsiBail ¢aitibl U Apyrue BIOKEHUS B MUCHhMAaxX JaXe €CIU OHH MPUILIH
OT TBOMX Jipy3ei. Jlydille yTOUHH Y HUX, OTHPABJISUIN JIM OHU TeOe 3TU (Dailiibl;

8. Ilocne okoH4aHMsT pabOTHI HA TTOYTOBOM CEPBUCE TEpE] 3aKPHITUEM BKJIAJIKHU C
caiiToM He 3a0yJp HaXXaTh Ha « BeIATIY.

KubGepOyIuIHHT Wi BUPTYAIILHOE U3JIEBATEILCTBO

KubepOymummHr - mpeciieloBaHuE COOOIICHUSMH, COJEPKAIIUMH OCKOPOJICHUS,
arpeccuro, 3alyTuBaHUe; XyJIUTaHCTBO; COIIMAIBHOE OOMKOTUPOBAHKE C TIOMOIIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHosHble cogembl no 60pvoe ¢ KUbepOYIIUHOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: MocoBETOBaTLCSA Kak ce0s BECTH U, €CIIU

HCT TOIro, K KOMY MO’KHO 06paTI/ITBCH, TO BHA4aJIC YCIIOKOUTHLCH. Ecau ThI HauHENIb



OTBEYaTh OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJBKO eIle OOJBIIE Pa30ACKEIh
KOH(JIUKT;

2. Yupasnsii cBoet kubeppernyTanuei;

3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTH XyJdWUTaHCKUM oOpa3 BHpPTyadbHOW JKH3HM. HHTepHeT
¢ukcupyeT Bce TBOM JACWUCTBUA M COXPaHAET HX. YJAIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobmronait CBOIO0 BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHu4HbId HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHMS
Jy4ille UTHOpUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha HauajabHOW CTaJuM;

7. ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMU COOOIIECHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
OIIPENIEIICHHBIX aJPECOB;

8. Ecnmu Thl cBugerens kuOepOyiuHra. TBou JEHCTBUS: BBICTYIUTH HPOTHUB
IpecienoBaTensa, II0Ka3aTb €My, YTO €ro JEWCTBUS OLIEHMBAXOTCS HEraTUBHO,
NOAJIEpXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuIbHBIN TenedOoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCIbIN
GbyHKIIMOHAT, W TElmepb OHH MOTYT KOHKYPHpPOBAaTh CO CTallMOHAPHBIMHU
KoMmmnbloTepamu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX TMPOUCXOJUT HE TaK
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.
CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHBIE
aHAJIOTH, OJHAKO pacimupeHue (yHKIMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOJUTENM BBIMYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJIsi CBOUX YCTPOMCTB.

OcHogHble cogembl 0151 0€30NACHOCMU MOOUNbHO20 meNeoHA:



1. Huuero He sBisieTCs TO-HACTOAIIEMY O€CIUIaTHBIM. byab OCTOpOXeH, BeIb
Korja tebe mpenaraiT OecIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

2. lymaii, npexzae ueM otnpaButh SMS, ¢oTto mnu Buaeo. Tl TOUHO 3HACIIB, T/I€
OHU OYJyT B KOHEYHOM UTOre?

3. Heo0xoaumo 0OHOBIISTH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOMIIBHBIX TesIe(h)OHOB,

5. He 3arpyxail IpWIOKEHUS OT HEU3BECTHOI'O HCTOYHMKA, BEIb OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECTICUCHHUE;

6. Ilocme Toro kak Thl BBIMJEHIb C CaiiTa, TJle€ BBOAWI JIMUYHYIO HH(MOPMALMIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

7. Tlepponnuecku MpOBEpsAN KAaKUE IUIATHBIE YCIYI'M AKTUBHPOBAHBI HA TBOEM
HOMEpE;

8. JlaBail cBOIi HOMEP MOOMIJIBHOTO Tene(OoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb
U KOMY JIOBEpsICUIb;

9. Bluetooth nomxeH ObITh BBIKIIOUEH, KOTJIa Thl UM HE MOJb3yelbes. He 3a0biBait
MHOTIa IPOBEPATH 3TO.

Online urpsl

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPaCOYHbIC, 3aXBaThIBAIOLIME pPa3BICUECHUS,
OOBEAUHSIONINE COTHU ThICAY YEJNOBEK MO BcemMy Mupy. Wrpoku wucciemayroT
JaHHBIA UM MHUD, OOLIAIOTCSA APYT C IPYIOM, BBINOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M TOJYYaroT ONBIT. 3a YJOBOJIbCTBUE OHHU IJIATAT: MOKYMNAOT AMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMLHUU.

Bce 3tn cpencTtBa MayT Ha MOJAEpPKaHWE M PAa3BUTHUE WUIPBI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (UQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX Wrpax CTOUT omacaTrbCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
Urp.

OcHognble cogemvl no 6e30naAcHOCmu Meoe2o Uucpo602co akkayuma.



1. Eciiu apyroéi urpok BeAeT ceds MIOXO WIM CO3JaeT TeOe HEMPUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiics aIMHUHUCTPATOpaM WIPbl HAa IIOXO€ MOBEAEHUE 3TOTO WIPOKA,
JKEJIATENBHO MPUJIOKUTh KaKUe-TO I0KA3aTeNbCTBA B BUJE CKPUHOB;

3. He yka3biBaii inunyto nHGOpMaInio B ipodaiiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranasnuBaii HeopuImaabHbIC TATIYU U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaems, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

DUIIMHT WIM Kpaka JUYHBIX JaHHBIX

OOBIYHON Kpaxkell JEHEer W JOKYMEHTOB CETOJHs YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIIEHHUKHA EPEMECTHIINCH B NHTEPHET,
U TIPOJIOJKAIOT 3aHUMATBCS «JTFOOMMBIMY) JIETIOM.

Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOILIEHHUYECTBA WA (PUIIUHT, IJaBHas
Helb  KOTOPOrO  COCTOUT B IOJYYEHUHM  KOH(UICHUMANbHBIX  JIaHHBIX
MOJIb30BaTENEN - JOruHOB U maposieid. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — mapoJb).

OcHosHble cogembl no 60pvoe ¢ PUUUHSOM:

1. Cneau 3a cBoMM akkayHTOM. Eciu Thl moji03peBaeilb, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBAThH €€ M COOONIUTH aJMUHHUCTPATOpPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Wcnonw3yit Oe3omnacHble BeO-caliThl, B TOM YHCJIe, MUHTEPHET-MAara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Wcnionw3y# ClIOXKHBIE U pa3Hble mapou. Takum oOpa3om, eciau TeOs B3JIOMAlOT,
TO 3JIOYMBIIIJIEHHUKY TOJy4aT JOCTYII TOJBKO K OJTHOMY TBOEMY MPO(UITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s B3710Malii, TO HEOOXOAUMO NPEayNpeluTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JT00aBIEHBI Y T€OS B JIPY3bsAX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOXKHO,

OT TBOCTO UMCHH 6y,216T pacCChlIIaThCA CllaM U CCBUIIKHW Ha (1)I/IH_II/IHI‘OBBIC CaﬁTBI;



5. YcranoBu HaaexHsbIi napois (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpeiBail (aiisipl 1 Apyryue BIOXKEHUS B MHUCbMaxX Ja)K€ €CJIM OHM MPUILIN
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (aiiibl.

HI/Id)DOBaH peayranuia

[MudpoBas pernyramusi - 3T0 HEraTUBHAS WX MO3UTHBHAS UH(OpMAIUi B CETU O
tebe. Kommpomerupyromas wHboOpManusi, pa3MelieHHas B HHTEPHETE, MOXKET
CEpbEe3HBIM 00pa3oM OTpa3UThCs Ha TBOeW peanbHOM ku3HU. «lludpoas
pemyTanus - 3TO TBOW UMHJIK, KOTOPBIA popMupyetcs u3 nHbpopmanuu o Tede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakKTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKalUWd JIMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXKHBIX IocieAcTBUil. Thl naxke He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha paloTy.

KomMmMmeHTapuu, pasmelieHnue TBouX ¢oTorpapuil U Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JAXKE IOCJIE TOrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UH(GOpPMAaIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXpPaHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKaroulee J0U, KOTOPble HAUIYT U YBUIAT
sT0. Haiitu mH(pOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyX/JIeHUI, TaK U C HAMEPEHHWEM HIPUYUHUTH Bped. DTO MOMKET ObITh KTO
YTOIHO.

OcnogHbie cogemul NO 3awume Yyugpposou penymayuu.:

1. [Togymaii, mpexae yeM 4To-To MyOIMKOBATh U NepeAaBaTh y ce0s B OJore Wi B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo@uiis yCTaHOBU OTPaHUUYEHUSI Ha TPOCMOTP TBOETO Mpodus
Y €TO CONEPKUMOTO, CAETANU €ETO TOJBKO «JUIS APY3EN»;

3. He pa3memaii u He yka3bpiBail uHGOPMAIMIO, KOTOpash MOXET KOTO-THO0

OCKOPOJISITh MJIH OOMXKATh.



ABTOPCKOE TIPABO

CoBpeMeHHbIE MIKOJIBHUKU - aKTUBHBIC MOJIB30BATENU IIU(PPOBOTO MPOCTPAHCTBA.
OpHako Jalieko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTSIMH
muppoBoro mupa TpeOyeT COOMIOeHUS TMpaB HAa  HUHTEIUICKTYaJbHYIO
COOCTBEHHOCTb.

TepMuH  «HMHTEIJIEKTyalbHasi COOCTBEHHOCTB» OTHOCUTCS K  Pa3jIM4HbIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HAa4yMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HayaroMUX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBasi KHUTAMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSAMHU.

ABTOpcKHE TMpaBa - ATO IIpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYHAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJlbHBIN/TBOPUECKUI TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTarh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYyYUTh W3BECTHOCTh U mpu3HaHue. Hukrto 0Oe3
paspemieHusi aBTOpa HE MOXET BOCIPOM3BOAUTH €r0  MPOU3BEACHHE,
pacnpoCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IpOJaBaTh, HMIIOPTHUPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCIIONHATh B dQUpE WIH
pasMmewars B IHTEpHETE.

Hcnonp30BaHue «IUPaTCKOro» MPOrpaMMHOr0O OOECIEeUeHUs MOYKET MPUBECTH K
MHOTHUM PHCKaM: OT TIOTE€PH JaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
YCTPOMCTBA, T'/I€ YCTAHOBJIEHHBIM HE JerajbHas nporpamMma. He cTouT Ttakxke
3a0bIBaTh, YTO CYIIECTBYET JIETANbHbIE W O€CIUIaTHBIE MPOrPaMMBI, KOTOPHIE

MO>KHO HAUTH B CETH.



